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7100 - FACILITIES PLANNING

The Board of Education recognizes that careful, prudent planning is essential to the efficient operation
of the schools and that planning must be grounded on accurate data. In order to assure that future
District construction supports the educational program and responds to community needs, the Board
will prepare a capital construction plan and will revise that plan periodically thereafter. The plan shall
include a thorough description and analysis of local and regionai demographic factors which influence
general population growth and public school enroliments.

In order to apprise the Board of the continuing relevance of the Board's capital construction plan, the
Superintendent shall:

A. annually report to the Board on the number of resident students attending school;
B. report to the Board on the enrollment by grades during the school year annually;

C. prepare student enrollment projections periodically as directed by the Board and compare the
actual enroliment figures to the previously projected figures to detect early, for the benefit of
the Board, any changes in enrollment trends.

Information gathered in the conduct of the census shall include the age, gender, race, location, and
disability of each child between the ages of birth and five (5) in this District.

In planning for the enlargement or modification of its facilities, the Board shall consider not only the
number of children whose educational needs must be met, but also the physical requirements of the
program it deems best suited to meet those needs. Each school building and site shall provide suitable
accommodations to carry out the educational program of the school including provision for the
disabled, pursuant to law and regulation.

It shall be the policy of the Board to provide the best facilities possible within financial resources
available in order to meet the educational needs of students in the Hamtramck Public Schools. Such
efforts shall not only encompass new construction and expansion when deemed necessary, but also
renovation and remodeling of existing facilities to serve specific educational needs of specific groups of
students. It is also necessary, in declining enroliment periods, to determine how facilities may be used
and/or the interim use of facilities not needed at a given time.

Decisions pertaining to the planning, construction, renovation and elimination of educational facilities
will be made only after sufficient attempts have been made to consider the view points and needs of
students, teachers, parents and appropriate members of the administrative staff.

In the course of determining facility needs and/or elimination of facilities, priority shall be given to
plans which will benefit the largest number of students in the district, but considering such important
matters as safety, equal opportunity for children enrolled and the economic implications to the school
system.



The Superintendent of schools shall assume the responsibility of working with staff to determine
educational specifications for all new or renovated construction. These specifications shall be approved
by the Board and then discussed in conferences with the architect. The specifications shall include:

A. Information concerning the plan of the school organization and estimated enrollment in the
proposed building.

B. A description of the proposed curriculum and the teaching methods and techniques to be
employed.

C. A schedule of space requirements, including the indication of relative locations of various
spaces.

D. A desired lay-out of special areas and the equipment needed for such areas.
E. An outline of mechanical features and special finishes desired.

F. A description of standard codes and regulations (school district, city, county, and state)
affecting planning.

G. Any other details which may be needed or recommended relative to the specific project.
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7110 - ARCHITECTURAL AND ENGINEERING SERVICES

State law requires that a registered architect or engineer be employed to plan and supervise all school
building and remodeling projects the cost of which will be over $15,000.00.

The Board recognizes that new ideas in building construction and design are emerging each day in
modern architecture and that no one architect can be expected to know or to have experience in all
new developments. Therefore, it shall be the policy of the Board to select a qualified architect for each
building project.

Contacts will be made with qualified architectural firms, who will be requested to submit information
concerning their firms if they wish to be considered. A committee of not more than three (3) Board
members and the Superintendent of schools shall be appointed by the Board president to screen
applications.

When the list has been reduced to three (3) or four (4), these candidates shall be invited to make a
formal presentation to the Board after which the Board shall make its selection. A contract will be
prepared and signed with the architect. The School District counsel will review the contract and give
his/her approval before signing by the authorized Board representatives.

Legal References: M.C.L. 388.855a

Adoption Date: September 14, 1993
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7217 - WEAPONS

The Board of Education prohibits visitors from possessing, storing, making, or using a weapon in any
setting that is under the control and supervision of the Board for the purpose of school activities
approved and authorized by the Board including, but not limited to, property leased, owned, or
contracted for by the Board, a school-sponsored event, or in a Board-owned vehicle.

State law establishes a "Weapon-Free School Zone" that extends 1,000 feet from the boundary of any
school property.

The term "weapon" means any object which, in the manner in which it is used, is intended to be used,
or is represented, is capable of inflicting serious bodily harm or property damage, as well as
endangering the health and safety of persons. Weapons include, but are not limited to, firearms, guns
of any type, including air and gas-powered guns, (whether loaded or unloaded), knives, razors, clubs,
electric weapons, metallic knuckles, martial arts weapons, ammunition, and explosives.

The Superintendent shall refer a visitor who violates this policy to law enforcement officials and may
take any necessary steps to exclude the visitor from Board property and Board-sponsored events,



These restrictions shall not apply in the following circumstances to persons who are properly licensed
to carry a concealed weapon:

A. A parent or legal guardian of a student of the school may carry a concealed weapon while in a
vehicle on school property, if s/he is dropping the student off at the school or picking up the
child from the school.

B. A county corrections officer, a member of a Sheriff's posse, a police or sheriffs reserve or
auxiliary officer, or a State Department of Corrections parole or corrections officer, a private
investigator, a Michigan State Police motor carrier officer or Capitol security officer, a State
court judge, a security officer required by the employer to carry a concealed weapon while on
the premises.

C. A retired police or faw enforcement officer or a retired State court judge.

Revised 9/24/03
Revised 1/21/09
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7230 - GIFTS, GRANTS, AND BEQUESTS

The Board may accept, on behalf of and for the School District, any beguest or gift of money or
property for a purpose deemed by the Board to be suitable, and to utilize such money or property as
so designated.

The Superintendent is authorized to accept gifts to the district, and others whom he/she may
designate will be authorized to accept gifts for a particular school, on behalf of the Board. In instances
where the Superintendent or his/her designee doubts the appropriateness or usefuiness of an offered
gift, the gift may be déclined or the matter referred to the Board. Any gift offered in which there is a
specific designation for or limitation of its use shall require Board approval before its acceptance.

Gifts shall not be accepted if excessive cost of installation or maintenance would be incurred unless
such costs are determined to be within budget limitations and justifiable in terms of the gift's use and
value to the district. Any money gift which implies the matching of funds by the Board on a
percentage basis shall require approval by the Board prior to acceptance.

All gifts shall be accepted in the name of the School District and become the property of the School
District, but may be assigned to a particular school or department. Donors shall be officially thanked in
writing on behalf of the Board, and all gifts shall be reported to the Board and publicly acknowledged.
Unless a gift is approved by the Board for a specific or limited use, the gift or items purchased
therewith may be transferred to other buildings or departments at the discretion of the
Superintendent or the Board.

The Board welcomes gifts of books and other materials for use in school libraries provided that they
meet the same standards of selection as those applied for the purchase of library material. School
libraries may dispose of gifts at their discretion if they are out of date, of questionable use or in poor
physical condition.

The Board is under no obligation to replace a gift if it is destroyed or worn out.

The Superintendent of schools shall set forth criteria to be met in the acceptance of gifts and the
procedure for examining and evaluating offers of gifts to the district.

© Neola 1991
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7240 - SITE ACQUISITION

It is the policy of the Board of Education that real property acquisition price be based on a true value
with regard to fair remuneration to the seller, but not an enhancement of the value of the site to the
seller.

The Superintendent shall be responsible for site acquisition negotiations. Negotiations for site
acquisition shall be conducted as much as possible within the following guidelines:

A. Purchase price shall be based on the last transaction price, taxes on the property after
platting, and a reasonable interest earning on the investment based on the current cost of
money.

B. The Board shall not share such development costs as engineering, earthmoving, litigation, etc.
in determining the fair value of the site to be purchased.

Discussion of possible school sites may be carried on in a closed session of the Board, but all official
actions must be taken in an open, public meeting. Official Board action is required to execute a valid
contract, and a record of that action must be a part of the minutes of the Board. The process used in
acquiring real property must be in accordance with law. Any deviation from the strict requirements of
the law may render the transaction void.

© Neola 1991
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7250 - COMMEMORATION AND NAMING OF SCHOOL FACILITIES

Commemoration

From time-to-time, the Board of Education may wish to commemorate a school or District facility
(gymnasium, swimming pool, athletic field, etc.) by means of a plague, naming the facility after a
person, or some other honor. Such commemoration should be reserved only for those individuals who
have made a significant contribution to the enhancement of education generally or the District in
particular or to the weli-being of the District, community, State or nation.

Any employee of the District thus honored must be deceased or no longer employed by the District
prior to the Board’s selection of his/her name for commemoration honor.

Naming Rights

The District may sell the right to name particular facilities owned by the District.

All such naming rights shall be done pursuant to a contract, which must be approved by the Board.
Any naming contract shall not extend for more than five (5) years.

No naming contract shall be approved for companies or individuals that market items which are
inappropriate or illegal for minors to use (e.g., alcohol, tobacco, etc.)

All such contracts shall contain a provision that the naming rights revert immediately to the District
upon expiration of the contract or upon any material breach of the naming contract by the purchaser.

All such contracts shall contain a provision that the contract is immediately terminated upon the
declaration of bankruptcy by the purchaser, and shall not become an asset of the debtor.

© Neola 2007

Adoption Date: January 21, 2009



Hamtramck Public Schools - Board
Policies BoardDocs® PL

Policy:po7270
Section: 7000 Property

7270 - BIDDING AND AWARDING CONSTRUCTION CONTRACTS

All projects for the construction of new facilities or addition to or alteration or repair of existing
facilities shall be submitted for bid according to the laws of the State of Michigan and bidding policies
of the Board. Each bidder shall be required to submit security in the form of a certified check, or bid
bond by a surely licensed to do business in Michigan, in the amount of five 5% percent of the amount
of the bid, conditioned to secure the district from loss or damage by reason of withdrawal of the bid or
failure of the performance of the bidder should the Board accept the bid.

Alternate proposals, as provided by the architect in proposal form, shall be considered in determining
the low bid if said proposal or proposals are accepted by the Board. Voluntary alternates may be
submitted by contractors, which shall not be used in determining the low bid but may be negotiated
after the bid is let.

Unless a justifiable reason exists, the low bid shall be accepted. The architect shall be responsibie to
analyze the various bids and make recommendations as to the integrity, performance and financial
responsibility of each low bidder. The Board may request specific information concerning a given
contractor.

In the event that the low bidder claims to have made an appreciable error in preparing his/her bid and
can support his/her claim with evidence satisfactory to the Board and the architect, he/she may
withdraw the bid and the surety bond or check shall be returned. Such bidder shall, however, be
disqualified from bidding, should it be necessary to rebid that particular project.

The Board reserves the right to reject any or all bids or to accept the bid which, in its determination,
best fits the needs of the district. The Board may rebid the project should all bids be rejected. Only
the Board may accept a bid and it shall do so at a public meeting of the Board.

In the case of construction bids, after acceptance of bids, the architect, professional engineer or other
person qualified to supervise construction shall draft contract documents based upon the specifications
under which the bids were solicited. The contract documents shall be reviewed by the Board’s legal
counsel and signed by the president and secretary of the Board.

No increase shall thereafter be made in the amount of a fixed contract price, except in strict
conformity with a price-change provision, if any, contained in the signed contract. Any claim by a
vendor or contractor for payments greater than the fixed contract price, or as increased pursuant to a
proper exercise of a price-change provision, shall not be binding on the District and shall be rejected.

Any employee or agent who is authorized to act for the District by the price change provision of a
contract, and who agrees to a price increase without clear and convincing evidence that the District is
liable for the extra charge, or without the prior approval of the Board, shall be personally liable for
District’s resultant losses, and/or for discipline, as provided in Policy 6231.

Adoption Date: September 14, 1993
Last Revised: October 08, 2003
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7291 - PUBLIC DEDICATION OF NEW/REMODELED FACILITIES

The Board of Education shall sponsor open houses or dedication programs for new facilities
appropriate to the nature and type of the facility.

The Superintendent shall assume the responsibility of recommending to the Board appropriate
dedicatory programs or activities and, once approved, shall work with the appropriate administrator,
staff, students and parents in the planning of the appropriate program or activity.

Adoption Date: September 14, 1993
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7300 - DISPOSITION OF REAL PROPERTY

The Board of Education believes that the efficient administration of the District requires the disposition
of property and goods no longer necessary for the maintenance of the educational program or the
operation of the School District.

"Real Property"” means land, including land improvements, structures and appurtenances thereto, but
excludes moveable machinery and equipment.

The Board shall direct the periodic review of all District property and authorize the disposition by sale,
donation, trade, or discard of any property not required for school purposes in accordance with the
provisions of this policy and Policy 7310 - Disposition of Surplus Property. The Board must approve the
terms of any sale, lease or other disposition of real property.

A.

All written offers on real property under consideration for disposition shall be presented as an
item on the agenda of a public Board meeting. A preliminary review of offers to purchase or
lease shali include: source of offer, date of offer, expiration date of offer, and intended use of
property.

Written offers shall be referred to the Board Finance Committee for review and
recommendations.

All property considered for (sale) disposition shall be subjected to a current, outside,
professional appraisal prior to the solicitation of offers.

All property considered for lease or sale shall be reviewed by the Board prior to solicitation of
offers. The solicitation of offers by the Board shall include an expiration date.

The authorized agents of the Board to review all purchase or lease offers pertaining to sale or
lease of property shall be the Superintendent and the Board Finance Committee.

In consideration of the best interest of the District and of the residents and taxpayers, the
Board reserves the right to reject any and all offers at its sole discretion, regardless of price
and terms.



G. Potential purchasers or lessees shall demonstrate financial capability to meet the terms and
conditions of their purchase or lease offer.

H. Potential purchasers shall demonstrate reasonable likelihood of obtaining necessary
city/township approvals and/or compliance with city/township zoning ordinances.

Revised 5/11/16
© Neola 2019
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7310 - DISPOSITION OF SURPLUS PROPERTY
The Board of Education requires the Superintendent to review the property of the District periodically
and to dispose of that material and equipment which is no longer usable in accordance with the terms
of this policy.
A. Instructional Material
The District shall review instructional materials (i.e. textbooks, library books, manuals,
support materials, etc.) periodically to determine the relevance of such materials to the
present world and current instructional programs. The following criteria will be used to review
instructional materials for redistribution and possible disposal:
1. concepts or content that do not support the current goals of the curriculum
2. information that may not be current
3. worn beyond salvage
B. Equipment
The District shall inspect the equipment used in the educational program periodically, to
determine the condition and usability of such equipment in the current educational program.
Should the equipment be deemed no longer serviceable or usable, the following criteria will be
used to determine possible disposal:
1. repair parts for the equipment no longer readily available
2. repair records indicate the equipment has no usable life remaining
3. obsolete and no longer contributing to the educational program

4. some potential for sale at a school auction

5. creates a safety or environmentai hazard



C. Disposition

The Superintendent is authorized to dispose of obsolete instructional and other property by
selling it to the highest bidder, by donation to appropriate parties, or by proper waste
removal.

When original or replacement equipment acquired under a Federal award is no longer needed
for the original project or program or for other activities currently or previously supported by a
Federal awarding agency, the District shall request disposition instructions from the Federal
awarding agency if required by the terms and conditions of the Federal award. Disposition of
the equipment will be made in accordance with disposition instructions of the Federal awarding
agency.

Items of equipment with a current per unit fair market value of $5,000 or less may be
retained, sold or otherwise disposed of with no further obligation to the Federal awarding
agency.

Except as provided in §200.312 Federally-owned and exempt property, paragraph (b), or if
the Federal awarding agency fails to provide requested disposition instructions within 120
days, items of equipment with a current per-unit fair-market value in excess of $5,000 may be
retained by the non-Federal entity or sold. The Federal awarding agency is entitled to an
amount calculated by multiplying the current market value or proceeds from sale by the
Federal awarding agency's percentage of participation in the cost of the original purchase. If
the equipment is sold, the Federal awarding agency may permit the non-Federal entity to
deduct and retain from the Federal share $500 or ten percent (10%) of the proceeds,
whichever is less, for its selling and handling expenses.

The District may transfer title to the property to the Federal Government or to an eligible third
party provided that, in such cases, the District shall be entitled to compensation for its
attributable percentage of the current fair market value of the property.

© Neola 2016

Legal References: 2 C.FR. 200.312, 200.313

Adoption Date: September 14, 1993
Last Revised: May 11, 2016



Hamtramck Public Schools - Board
Policies BoardDocs® PL

Policy:po7410
Section: 7000 Property

7410 - MAINTENANCE

The Board of Education recognizes that the fixed assets of this District represent a significant
investment of this community and their maintenance is of prime concern to the Board.

The Board directs the conduct of a continuous program of inspection, maintenance, and rehabilitation
for the preservation of all school buildings and equipment. Wherever possible and feasible,
maintenance shall be preventive.

The Superintendent shall develop, for implementation by the custodial and maintenance staff, a
maintenance program which shall include:

A. a regular summer program of facilities repair and conditioning;
B. a long-range program of building modernization;

C. repair or replacement of equipment or facilities for energy conservation, safety, or other
environmental factors.

Security should mean not only maintenance of a secure (locked building), but protection from fire
hazards and faulty equipment and safe practices in the use of electrical, plumbing, and heating
equipment. The Board requires and encourages close cooperation with local police, fire, and sheriff's
departments and with insurance company inspectors,

Access to school buildings and grounds outside of regular school hours shall be limited to personnel
whose work requires it. An adequate key control system shall be established which will limit access to
buildings to authorized personnel and thus safeguard against the potential of entrance to buildings by
unauthorized persons.

The Superintendent shall develop and promulgate to the custodial and maintenance staff such
guidelines as may be necessary for the ongoing maintenance and good order of the physical plant and
for the expeditious repair of those conditions which threaten the safety of the occupants or the
integrity of the plant.

Said guidelines shall include the establishment of sound priorities among the requests for repairs
received from building principals.

© Neola 1991
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7420 - HYGIENIC MANAGEMENT

The Board of Education recognizes that the health and physical well-being of the students of this
District depends in large measure upon the cleanliness and sanitary management of the schools.

The Board directs that a program of hygienic management be instituted in the schools and explained
annually to all staff members.

The Superintendent shall request that each faciiity be inspected for cleanliness and sanitation by the
Director of Building and Grounds.

The Superintendent shall prepare, in consultation with the Director of Building and Grounds,
procedures for the handling and disposal of body wastes and fluids. Such procedures shall include the
protection of staff members who clean or handie blood or blood-soaked items, vomitus, saliva, urine,
or feces; the disinfection of surfaces and items in contact with such matter; the disposal of such
matter in sealed containers; and the frequent and thorough cleansing of hands and any other body
parts that contact such matter.

The Superintendent shall develop and supervise a program for the cleanliness and sanitary
management of the school buildings, school grounds, and school equipment pursuant to law.

The cleanliness of each school building shall be the responsibility of the principal.

© Neola 1991
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7430 - SAFETY STANDARDS

The Board of Education believes that the employees and students of this District, as well as visitors,
are entitled to function in an environment as free from hazards as can reasonably be provided. In this
regard and in accordance with law, the Board will provide reasonable and adequate protection to the
lives, safety, and health of its employees.

The Superintendent shall be responsibie for the maintenance of standards in the facilities to prevent
accidents and to minimize their consequences. S/He shall designate an employee who shall conduct
periodic audits of health and safety conditions within the facilities of the District in accordance with the
Federal OSHA standards adopted by the State, and take appropriate action on any violations thereof
to the Superintendent. Said employee shall also have the authority to organize and direct the activities
of a District safety committee.

The Superintendent shall ascertain that the employees and students of this District are aware of their
rights to a hazard-free environment, that they are properly trained in safety methods, that protective
devices and equipment are available to meet safety standards, and that proper rules and records are
maintained to meet the requirements of the law.

In the event an inspection is made by a representative of the State, the Superintendent shall report
the results thereof to the Board at the meeting following the receipt of the State report.

© Neola 1991
Legal References: M.C.L. 380.1288, 380.1300
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7434 - USE OF TOBACCO ON SCHOOL PREMISES

Hamtramck Public Schools prohibits the use of, possession, concealment, distribution or intent to
distribute, sale of any tobacco and nicotine product in all school-related situations, by any person, at
any time, in any location, and any event.

This policy includes, but is not limited to the following:

A. Any tobacco or non-tobacco nicotine products - chew, cigars, cigarettes, hookah, loose
tobacco, e-cigarettes, snus (snuff), orbs (smokeless tobacco), and strips. This does not include
products that are classified as "nicotine replacement therapy"” and prescribed by a physician to
help tobacco users quit. These products include, but are not limited to, nicotine lozenges,
gum, and patches.

B. Any person - students, staff, visitors and all groups using school property.

C. Any time 24/7 hours a day, seven (7) days a week, 365 days a year.

D. Any location - school parking lots, sporting events or any events on school property.

Revised 8/13/08
© Neola 2011
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7440 - FACILITY SECURITY

Buildings constitute the greatest financial investment of the District. It is in the best interest of the
Board of Education to protect the District's investment adequately. The buildings and equipment
owned by the Board shall be protected from theft and vandalism in order to maintain the optimum
conditions for carrying out the educational programs.

The Superintendent shall develop and supervise a program for the security of the District's students,
staff, visitors, school buildings, school grounds, and school equipment in compliance with State and
Federal law. Such a program may include the use of video surveillance and electronic monitoring
equipment in appropriate public areas in and around the schools and other District facilities, and on
school buses.

Every effort shall be made to apprehend those who knowingly cause serious physical harm to
students, staff, visitors, and Board property and may require the prosecution of those who bring harm
to persons and/or property. The Board will seek repair to rectify the damage or payment of a fee to
cover the cost of repair or replacement from the person(s) responsible. A reward may be offered for
apprehending such persons.

Appropriate authorities may be contacted in the case of serious offenses.
The Superintendent is authorized to install metal detectors and video surveillance/electronic
monitoring equipment on school property in order to protect the heaith, welfare, and safety of
students, staff, visitors and Board property, and other security devices that would assist in the
detection of guns and dangerous weapons:

A. in school buildings;

B. on District property;

C. at Board-sponsored/controlled events.
The Superintendent shall report to the Board, no later than the next Board meeting, any significant
incident involving vandalism, theft, personal safety, or other security risk and the measures being
taken to address the situation.
Revised 2/5/01
Revised 1/21/09
Revised 1/10
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7440.01 - VIDEO SURVEILLANCE AND ELECTRONIC MONITORING

The Board of Education authorizes the use of video surveillance and electronic monitoring equipment
at various school sites throughout the District and on school buses. The video surveillance/electronic
monitoring equipment shall be used to protect Board property and assets from theft and vandalism,
through deterrence and video documentation. The system is not designed nor intended to protect
individuals from being victims of violent or property crimes, nor to detect other potentially illegal and
undesirable activities that may occur, although information may be used as evidence in such cases.

The monitoring of actions and behavior of individuals who come onto school property is a significant
factor in maintaining order and discipline and protecting students, staff, visitors, and school and
student property. Video surveillance/electronic monitoring systems serve to complement other means
being employed in the District to promote and foster a safe and secure teaching and learning
environment for students and staff. The Board recognizes that the use of a video
surveillance/electronic monitoring system does not replace the need for the ongoing vigilance of the
school staff assigned by the building principal to monitor and supervise the school building. Rather,
the video surveitllance/electronic monitoring system serves as an appropriate and useful tool with
which to augment or support the in-person supervision provided by staff. The building principal is
responsible for verifying that due diligence is observed in maintaining general campus security.

The Superintendent is responsible for approving where and when to install and operate fixed-location
video surveillance/electronic monitoring equipment in the District. The building principals and
administrators responsible for other facilities shall be responsible for recommending use of video
surveillance/electronic monitoring. The determination of where and when to use video
surveillance/electronic monitoring equipment will be made in a nondiscriminatory manner. Video
surveillance/electronic monitoring equipment may be placed in common areas in schoo! buildings
(e.g., school hallways, entryways, the front office where students, employees and visitors are
permitted to freely come and go, gymnasiums, cafeterias, libraries), the school parking lots and other
outside areas, and in school buses. Except in extraordinary circumstances and with the written
authorization of the Superintendent or Board President, video surveillance/electronic monitoring
equipment shall not be used in areas where persons have a reasonable expectation of privacy (e.g.,
restrooms, locker rooms, changing areas). The Superintendent shall carefully consider and consult
with District legal counsel before authorizing placement in, private offices (unless there is express
consent given by the office occupant), or conference/meeting rooms, or in individual classrooms
during instructional times. Security staff and administrators are authorized to carry and use portable
video cameras when responding to incidents. The Board authorizes security personnel to use body-
worn video cameras while on duty, but prohibits them from being operated while the individual is
routinely patrolling restrooms and locker rooms, uniess the staff member is responding to a specific
incident.

Any person who takes action to block, move, or alter the location and/or viewing angle of a video
camera shall be subject to disciplinary action.



Legible and visible signs shall be placed at the main entrance to buiidings and in the areas where
video surveillance/electronic monitoring equipment is in use. Signs shall be reasonably designed to
notify people that their actions/behavior are being monitored/recorded. Additionally, the
Superintendent is directed to annually notify parents and students via school newsletters and the
Student Handbook, and staff via the Staff Handbook, of the use of video surveillance/electronic
monitoring systems in their schools.

Any information obtained from video surveillance/electronic monitoring systems may only be used to
support the orderly operation of the School District's schools and facilities, and for law enforcement
purposes, and not for any other purposes. As such, recordings obtained through the use of video
surveillance/electronic monitoring equipment may be used as evidence in any disciplinary proceedings,
administrative proceeding or criminal proceeding, subject to Board policy and regulations. Further,
such recordings may become a part of a student's education record or staff member's personnel file.

Ordinarily video surveillance/electronic monitoring equipment will not be used to make an audio
recording of conversation occurring on school grounds or property.

The Board will not use video surveillance/electronic monitoring equipment to obtain information for
the purpose of routine staff appraisal/evaluation or monitoring. However, prerecorded lessons or
observations of on-line virtual learning sessions may be included as part of an employee's evaluation
in accordance with a collective bargaining agreement or Memorandum of Understanding approved by
the Board.

Recordings of students will be treated as confidential, to the extent allowed by law. Copies of video
recordings containing personally identifiable information about students shall not be released except
as required or authorized by law. Parents or guardians of minor students, and students who are
eighteen (18) years of age or older, who are charged with disciplinary violations may view relevant
portions of any video recording related to the charge, upon written request to the building principal,
provided that viewing the recording does not violate State and/or Federal law (i.e., the privacy rights
of any other students whose images appear on the recording). Likewise, school personnel may view
relevant portions of any video relating to any disciplinary charge against them, upon written request
to the building principal, provided that viewing the recording does not violate State and/or Federal law
(i.e., the privacy rights of any students whose images appear on the recording). Absent a clear legal
obligation, confidential recordings will only be released through subpoena or court order.

The Board shall maintain video surveillance/electronic monitoring recordings for a limited period. Any
request to view a recording under this policy must be made within seven (7) days of the
event/incident. Unless an investigation is being conducted, recordings shall be destroyed after thirty
(30) days. If, however, action is taken by the Board/administration, as a result of a formal complaint
or incident, recordings shall be kept for a minimum of one (1) year from the date of the action taken.
Recordings may also be kept beyond the normal retention period if they are going to be utilized for
training purposes.

This policy does not address or cover instances where school officials record a specific event (e.qg., a
play, music performance, athletic contest, graduation, or Board meeting), or an isolated instance
where a classroom is videotaped for educational or research purposes. Authorized videotaping for
educational, instructional and/or research purposes is permitted and is not addressed by this policy.



The Superintendent is directed to develop administrative guidelines to address the use of video
surveillance/electronic monitoring equipment in school buildings, school buses and on property owned

and/or operated by the Board.

Video surveillance is to be implemented in accordance with this policy and the related guidelines, The
Board will not accept or tolerate the improper use of video surveillance/electronic monitoring
equipment and will take appropriate action in any cases of wrongful use of this policy.

Annually, the Superintendent shall conduct a review to verify that this policy and its implementing
guidelines are being adhered to, and report to the Board on the use of video surveillance/electronic
monitoring equipment in the District.

© Neola 2021
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7450 - PROPERTY INVENTORY

As steward of this District's property, the Board of Education recognizes that efficient management
and full replacement upon loss requires accurate inventory and properly maintained property records.

The Board shall periodically conduct a complete inventory and maintain a continuous inventory of all
District-owned equipment and supplies every two (2) years at such intervals as will coincide with
property insurance renewal and Generally Accepted Accounting Principles ("G.A.A.P.") reporting
requirements.

For purposes of this policy, "equipment" shall mean a unit of furniture or furnishings, an instrument, a
machine, an apparatus, or a set of articles which retains its shape and appearance with use, is
nonexpendable, costs at least $2,500 as a single unit and does not lose its identity when incorporated
into a more complex unit. When defining supplies for inventory purposes, no items will be counted
whose total value is less than $5,000.

1t shall be the duty of the Superintendent and/or Director of Finance to ensure that inventories are
recorded systematically and accurately and property records of equipment are updated and adjusted
annually by reference to purchase orders and withdrawal reports.

Major items of equipment shall be subject to annual spot check inventory to determine loss,
mislocation, or depreciation; any major loss shall be reported to the Board.

Property records of consumable supplies shall be maintained on a continuous inventory basis.

The Director of BCD:eSITE shall maintain a system of property records which shall show, as
appropriate to the item recorded, the description and identification, manufacturer, year of purchase,
initial cost, and location.

Equipment acquired under a Federal award will vest upon acquisition to the District, subject to the
following conditions:

A. The equipment shall be used for the authorized purposes of the awarded project during the
period of performance or until the equipment is no longer needed for the purposes of the
project.

B. The equipment shall not be encumbered without the approval of the Federal awarding agency
or the pass-through entity.

C. The equipment may only be used and disposed of in accordance with the provisions of the
Federal awarding agency or the pass-through entity and Policy 7300 and Policy 7310, and AG
7310.



D. Property records shall be maintained that include a description of the equipment, a serial
number or other identification numbers, the source of funding for the equipment (including the
Federal Award Identification Number (FAIN), title entity, acquisition date, cost of the
equipment, percentage of Federal participation in the project costs for the award under which
the equipment was acquired, the location, use, and condition of the equipment, and ultimate
disposition data, including date of disposal and sale price of the equipment.

E. A physical inventory of the property must be taken and the results reconciled with property
records at least once every two (2) years.

F. A control system shall be developed to provide adequate safeguards to prevent ioss, damage,
or theft of the property. Any such loss, damage, or theft shall be investigated.

G. Adequate maintenance procedures shall be implemented to keep the property in good
condition.

H. Proper sales procedures shall be established to ensure the highest possible return, in the
event the District is authorized or required to sell the equipment/property.

I. When original or replacement equipment acquired under a Federal award is no longer needed
for the original project/program or for activities currently or previously supported by a Federal
awarding agency, and except as otherwise provided by Federal statutes, regulations, or
Federal awarding agency disposition instructions, the District shall request disposition
instructions from the Federal awarding agency if required by the terms and conditions of the
Federal award. Disposition of the equipment shall be made in accordance with the provisions
of C.F.R. 200.313.

Revised 5/11/16
Revised 12/8/21
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7455 - ACCOUNTING SYSTEM FOR CAPITAL ASSETS

The Board of Education shall maintain a capital asset accounting system. The capital asset system
shall maintain sufficient information to permit the following:

A. the preparation of year-end financial statements in accordance with generally-accepted
accounting principles;

B. adequate insurance coverage;
C. contro! and accountability.

The Director of Finance shall be responsible for the development and maintenance of the capital -asset
accounting system. The Director of Finance shall develop procedures to ensure compliance with all
capital -asset policies. Each department shall be assigned capital -asset responsibilities.

Capital assets are defined as those tangible assets of the District system with 1.) a useful life in excess
of one (1) year 2.) and an initial cost equal to or exceeding the amount determined annually 3.) which
are capitalized in accordance with GAAP, and 4.) which the District intends to hold or continue in use
over an extended period of time. If a single item does not meet the threshold amount, but is typically
purchased in aggregate by the District, the CFO shall verify which items shall be classified as capital
assets and recorded at the time of purchase or acquisition. Further some items may be identified as
"controlled" assets that, although they do not meet all capital asset criteria, are to be recorded on

the capital asset system to maintain control.

Capital assets shall be classified as follows:

A. land, buildings (facilities), equipment, and intellectual property (including software) whether
acquired by purchase, construction, manufacture, exchange, or through a lease accounted for
as financed purchase under Government Accounting Standards Board (GASB) standards or a
finance lease under Financial Accounting Standards Board (FASB) standards, and

B. additions, improvements, modifications, replacements, rearrangements, reinstallations,
renovations or alterations to capital assets that materially increase their value or useful life
(not ordinary repairs and maintenance).

Leased capital assets and assets which are jointly-owned shall be identified and recorded on
the capital asset system.

Capital assets shall be recorded at historical cost or, if that amount is not practicably determinable, at
estimated historical cost. The method(s) to be used to estimate historical cost shall be established by
the Director of Finance.



The purchase of capital assets, the transfer of capital assets between buildings, and the disposal of
capital assets shall be initiated by the Director of Finance and require the prior written approval of the
Superintendent. An asset to be disposed of by sale which has a current value in excess of $5000.00
shall be sold at auction. An auction shall be held at the discretion of the Board when sufficient assets
have accumulated to warrant the cost. The Board shall establish minimum acceptable prices for assets
sold at auction.

Depreciation shall be recorded for fund fixed assets using the method(s) agreed upon by the
Superintendent, principals, and Board.

Accumulated depreciation shall be calculated on a straight line basis and be recorded for general fixed
assets.

The following information shall be maintained for all fixed assets:
A. description
B. asset classification (land, building, equipment, etc.)
C. location
D

purchase price

m

vendor
F. date purchased
G. voucher number
H. estimated useful life
1. estimated salvage value
J.  replacement cost
K. accumulated depreciation
L. method of acquisition (purchase, trade-in, lease, donated, etc.)
M. appropriation
N. manner of asset disposal
Revised 9/24/03
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7460 - CONSERVATION OF NATURAL AND MATERIAL RESOURCES

The increasing costs of natural energy resources coupled with the growing need to inhibit pollution
mandate the District implement strategies which will conserve all forms of energy used ensure proper
recycling of reusable materials.

The Board of Education directs the Superintendent to develop and implement both immediate and long
range plans to meet these concerns. It expects that the administrative guidelines and procedures
established will be properly observed by all members of the staff and strongly supported both in the
educational program and in staff interactions with students.

© Necla 1993
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7510 - USE OF SCHOOL FACILITIES

The Board of Education believes that the school facilities of the District should be made available for
community purposes, provided that such use does not infringe on the original and necessary purpose
of the property or interfere with the educational program of the schools and is harmonious with the
purposes of the District.

The Board will permit the use of school facilities when such permission has been requested in writing
by a responsible organization or a group of citizens and has been approved by both the requesting
group and the Superintendent.

District facilities shall be available for the below-listed uses. When there are competing interests for
the use of facilities, approval will be given according to the following priorities:

A.
B

C.
D
E.

F.

uses directly related to the schools and the operations of the schools;
uses and groups indirectly related to the schools;

meetings of employee associations;

uses for voter registration and elections;

departments or agencies of the municipal government;

other governmental agencies.

The use of school facilities shall not be granted for any purpose which is prohibited by law.

The Superintendent shall develop administrative guidelines for the granting of permission to use
District facilities including a schedule of fees. Such guidelines are to include the following:

A.

C.

Each user shall present evidence of the purchase of organizational liability insurance to the
limit prescribed by District administrative guidelines.

Use of school equipment in conjunction with the use of school facilities must be requested
specifically in writing, and may be granted by the procedure by which permission to use
facilities is granted. The users of school equipment must accept liability for any damage or loss
to such equipment that occurs while it is in their use. Where rules so specify, no item of
equipment may be used except by a qualified operator.

Users shall be liable financially for damage to the facilities and for proper chaperonage.



No liability shall attach to this District, any employee, officer, or member of this District specifically as
a consequence of permitting access to these facilities.

Should ail or any part of the District's community be struck by a disaster, the Board shall make
District grounds and/or facilities available, at no charge, for the housing, feeding, and care of victims
or potential victims when requested by local, State, or Federal authorities. The Superintendent should
meet with a city official to establish a disaster preparedness plan in order to ensure that proper
procedures are established to minimize confusion, inefficiency, and disruption of the educational
program.

© Neola 1991
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7530 - LENDING OF DISTRICT-OWNED EQUIPMENT

The Board of Education believes that District-owned equipment is a valuable resource which may be

loaned for community use under certain conditions only, provided that such use does not infringe on
the original and necessary purpose of the equipment or interfere with the educational program of the
District.

The Board may lend specific items of equipment on the written request of the user and approval
granted by the Superintendent.

The user of District-owned equipment shall be fully liable for any damage or loss occurring to the
equipment during the period of its use, and shall be responsible for its safe return.

© Neola 1993
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7530.01 - STAFF USE OF WIRELESS COMMUNICATION DEVICES

The Board of Education will provide wireless communication devices ("WCD") (i.e. cellular and wireless
telephones, pagers/beepers, personal digital assistants (PDAs) BlackBerries/Smartphones, WiFi-
enabled or broadcast access devices, etc.) to employees who by the nature of their job have a routine
and continuing business need for the use of such devices for official Board business. WCDs are
provided as a tool to conduct Board business and to enhance business efficiencies. WCDs are not a
personal benefit and shall not be a primary mode of communication, unless they are the most cost-
effective means to conduct Board business (i.e. because some wireless services plan are billed on a
time-used basis, Board-owned WCDs should not be used if a less costly alternative method of
communication is safe, convenient and readily available).

The Superintendent is authorized to designate those staff members who will be issued a Board-owned
WCD and provided with a wireless service plan.

The Superintendent or his/her designee is responsible for verifying:

A. the need for each Board-owned WCD and wireless service plan is clearly justified for Board
business purposes;

B. alternative solutions for work production and communication are considered;

C. employees provided with wireless service plans are notified of the purpose and limitations of
usage;

D. wireless service plan invoices outlining the details of usage are received and reviewed for
conformance with this policy;

E. employees reimburse the Board for non-business use; and

F. A Board-owned WCD is returned and the corresponding wireless service plan is terminated
when it is no longer justified by business requirements, the employee leaves the Board's
employment, and/or when the employee has demonstrated a disregard for the limitation of
this policy.

In deciding which staff members should receive a Board-owned WCD, the Superintendent will consider
whether their jobs:

A. require them to spend a considerable amount of time outside of their assigned office or work
area during normal working hours and have regular access to telephone and/or Internet
connections while outside their office or assigned work area;

B. require them to be accessible outside of scheduled or normal working hours or to be
contracted and respond in the event of an emergency; or



C. consistently require timely and business critical two (2) way communication for which there is
not reasonable alternative technology. (This is not intended to include occasional, incidental
access or purely voluntary access such as checking e- mail from home).

D. the employee is required to be contacted on a regular basis outside normal work hours;
E. the employee's job requirements include critical District-wide decision-making.

Board-owned WCDs and/or their related wireless service plan are to be used only to place calls, access
the Internet, or receive/send e-mails, instant messages or text messages for District-related business.

Furthermore, Board-owned WCDs are not to be used to place calls or send/receive e-mails, instant
messages or text messages of a personal nature, or access the Internet for personal business.

Wireless service plans are expected to be set at the minimum level that fulfills the business need for
the position in question. The wireless service plan that is selected for an employee should be the one
that provides a combination of services including number of minutes, coverage, and local call zone
most nearly matching the employee's recurring business needs as well as whether or not the service
plan includes text messaging, instant message and/or e-mail capability, and ability to access the
Internet. If the wireless plan is based on minutes used for calls made or includes a charge regarding
e-mail or instant messages, the smallest plan available to accommodate the particular business need
shall be utilized.

The Board shall approve the Superintendent's recommendation regarding the type and level of
wireless service appropriate for each staff member listed above. In all cases, the Superintendent shall
take the steps necessary to secure the most economical and responsible service available.

Thereafter, an annual review of the service plans availabie shall be made to determine if the District's
wireless service plans are the most economical and responsible available. Additionally, at least once
annually, the Superintendent shall review the employee's actual usage (i.e. type and level of service)
with the employee and, if warranted, authorize the acquisition of a different WCD and/or selection of a
different on wireless service plan that more nearly matches the employee's recurring business needs.
Any such change in provider and/or necessary adjustments to individual staff member's devices
and/or service plans shall be presented to the Board for consideration and approval.

Possessing a Board-owned WCD is a privilege and all employees are expected to use them
appropriately and responsibly. Employees are responsible for managing the cost effectiveness of WCD
use by utilizing assigned landline and/or designated computers as available and appropriate.
Employees should know that using a WCD to place calls outside the immediate area might result in
roaming charges, in addition to long distance and regular charges, and that the Board is charged for
both outgoing and incoming calls.

In order to continue to be eligible to receive a Board-owned WCD, staff members are required to
answer all calls on his/her WCD and promptly respond to any messages.

Safe Use of Wireless Communication Devices
Employee safety is a priority of the Board, and responsible use of WCDs includes safe use.

Employees are responsible for operating Board-owned vehicles and potentiaily hazardous equipment in
a safe and prudent manner and therefore, employees are prohibited from using WCDs while operating
such vehicles or equipment. In the interest of safety for both Board employees and other drivers,
employees are required to comply with all applicable laws while driving and all applicable safety rules
and regulations while operating equipment.



Duty to Maintain Confidentiality of Student Personally Identifiable Information; Public and
Student Record Requirements

Employees are subject to all applicable policies and guidelines pertaining to protection of the security,
integrity and availability of the data stored on their Board-owned WCDs.

Wireless communications, including calls, text messages, instant messages, and e-mails sent from
WCDs may not be secure. Therefore, employees should use discretion in relaying confidential
information, particularly as it relates to students.

Additionally, wireless communications, including text messages, instant messages and e-mails sent
and/or received by a public employee or school official using their Board-owned WCD may constitute
public records if the content of the message concerns District business, or an education record if the
content includes personally identifiable information about a student. Wireless communications that are
public records are subject to retention and disclosure, upon request, in accordance with Policy - 8310
Public Records. Wireless communications that are student records are confidential and must be
maintained pursuant to Policy 8330 - Student Records. Finally wireless communications and other
electronically stored information (ESI) stored on the staff member's Board-owned WCD may be
subject to a Litigation Hold pursuant to Policy 8315 - Information Management. Staff are required to
comply with District requests to produce copies of wireless communications in their possession that
are either public records or education records, or that constitute ESI that is subject to a Litigation
Hold.

Except in emergency situations, employees are prohibited from using WCDs to capture, record or
transmit the words (i.e. audio) and/or images (i.e. pictures/video) of any student, staff member or
other person in the school or while attending a school-related activity, without express prior notice
and explicit consent for the capture, recording or transmission of such words or images. Using a WCD
to take or transmit audio and/or pictures/video of an individual without his/her consent is considered
an invasion of privacy and is not permitted, unless authorized by the building principal or
Superintendent.

Using WCDs or any other device to capture, record or transmit the words (i.e. audio) and/or images
(i.e. pictures/video) of any student, staff member or other person in the school or while attending a
school-related activity, must not occur in any areas where the individual may have a reasonable
expectation of privacy, such as locker rooms, restrooms, private conversations not conducted in public
areas. Unless specifically authorized by the Superintendent to capture, record or transmit in these
areas.

At no time may any WCD be utilized by an employee in a way that might reasonably create in the
mind of another person an impression of being threatened, humiliated, harassed, embarrassed or
intimidated.

Employee's Responsibilities

Employees are responsible for the safekeeping, care and custody of the WCDs assigned to them.
Further, employees are responsible for the cost of misuse, intentional damage or reckless loss of the
WCDs provided to them. The District does not provide or purchase insurance to allow for loss or
damage to its WCDs.

Reasonable precautions should be taken to prevent unauthorized use/access to, or loss, damage, theft
and/or vandalism to said devices. Upon resignation or termination of employment, or at any time upon
request, the employee may be asked to produce the WCD for return or inspection. Employees unable
to present the device in good working condition within the time period requested (e.g. twenty-four
(24) hours) might be expected to bear the cost of a replacement. Employees who separate from
employment with outstanding debts for equipment loss or unauthorized charges will be considered to
have left employment on unsatisfactory terms and may be subject to legal action for recovery of the
loss.



Any employee who regularly places or receives personal calls, or uses his/her Board-owned WCD to
send/receive personal e-mails, text messages, or instant messages, shall be subject to disciplinary
action.

WCDs may not be transferred to any other employee without prior notification and approval of the
Superintendent. Employees provided with a WCD understand that the WCD is owned by the Board.
Any alteration or switching of WCDs must be approved in advance by the Superintendent.

Cellular telephone numbers provided by the Board, via contract with a wireless service
provider/vendor, are considered business numbers of the District which shall remain and belong to the
Board for its use, unless otherwise changed by the service provider/vendor or as mandated by the
Federal Communications Commission.

The Board reserves the right to audit all Board-owned WCDs, which will include but not be limited to,
a review of the detailed monthly statement upon submission after the requisite review by the
employee. The detailed monthly service statements for all Board-owned WCDs as well as invoices and
payment documents related to these accounts are public records and, as such, may be subject to
disclosure and review.

Privacy Issues

The use of WCDs that contain built-in cameras (i.e. devices that take still or motion pictures, whether
in a digital or other format) is prohibited in locker rooms, classrooms, and/or bathrooms.

Use of Board-owned WCDs for Personal Calls

The Board recognizes that in rare circumstances it may be necessary for an employee to use a Board-
owned WCD for personal business. The Board generally prohibits such conduct as emphasized by this
policy, but realizes there may be limited situations when such use is justified. Employees are advised
not to take advantage of this provision and that repeated use of a Board-owned WCD for personal
business will result in disciplinary action.

WCDs provided by the Board are a public resource and may be used for Board business only,
Employees are advised to obtain and carry their own WCD for personal use at their own expense.
Board-owned WCDs may not be used for personal uses, except in clearly urgent situations, when no
other telephone is readily available, and the call is related to the conduct of District's business. Thus,
calls, e-mails, text messages, or instant messages home notifying family of the employee's
whereabouts, etc. when required to work extended hours shall be considered business-related. Such
communications should be kept brief and to the point. Board-owned WDCs should not be misused for
personal business. If an employee determines there is an emergency need to make or receive a
personal call on a Board-owned WCD, or send or receive a text message, instant message or e-mail of
a personal nature then the employee is required to pay the Board the full cost related to such activity,
including the pro rata amount of the monthly service charge. Employees in such circumstances are
responsible for generating their own log/record of personal communications made on the Board-owned
WCD, reviewing the monthly statement to differentiate between business-related and personal calls,
and remitting the full amount owed for personal calls within thirty (30) days of the receipt of the
monthly statement. The Board will engage in a mandatory monthly audit of the employee's records
and the monthly statement to verify that reimbursements are both accurate and timely made, and to
verify that the employee is charged the appropriate pro rata amount of the monthly service charge.
Failure to reimburse the Board within the specified period may result in deduction of the amount due
from the employee's paycheck, or final check upon termination of employment, or garnishment of
wages if the employee has received his/her final check upon termination of employment.



Use of a Personal WCD While at Work

During work hours, personal communications made or received, regardless of whether on a WCD,
regular telephone, or network computer, can interfere with employee productivity and/or distract
others. Employees are expected to use discretion in using personal WCDs while at work. Employees
are asked to limit persona! communication to breaks and lunch period and to inform friends and family
members of the Board's policy in this regard.

Potential Disciplinary Action/Cancellation of Board-Owned WCD

Violation of this policy may constitute just cause for disciplinary action up to and including
termination. Use of the WCD in any manner contrary to local, State or Federal laws will constitute
misuse, and will result the Board immediately canceling the employee's privilege to use a Board-
owned WCD and return of the device as well as possible disciplinary action.

© Neola 2012
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7530.02 - STAFF USE OF PERSONAL COMMUNICATION DEVICES

Use of personal communication devices ("PCDs") has become pervasive in the workplace. For
purposes of this policy, "personal communication device" includes computers, tablets (e.g., iPads and
similar devices), electronic readers ("e-readers"; e.g., Kindles and similar devices), cell phones (e.g.,
mobile/cellular telephones, smartphones [e.g., BlackBerry, iPhone, Android devices, Windows Mobile
devices, etc.], telephone paging devices [e.g., beepers or pagersl), and/or other web-enabled devices
of any type. Whether the PCD is Board-owned and assigned to a specific employee, or personally-
owned by the employee (regardless of whether the Board pays the employee an allowance for his/her
use of the device, the Board reimburses the employee on a per use basis for their business-related
use of his/her PCD, or the employee receives no remuneration for his/her use of a personally-owned
PCD), the employee is responsible for using the device in a safe and appropriate manner.

Safe and Appropriate Use of Personal Communication Devices, Including Cell Phones

Employees are responsible for operating Board-owned vehicles and potentially hazardous equipment in
a safe and prudent manner, and therefore, employees are prohibited from using PCDs while operating
such vehicles or equipment. In the interest of safety for both Board employees and other drivers,
employees are required to comply with all applicable laws while driving.

Employees may not use a PCD in a way that might reasonably create in the mind of another person an
impression of being threatened, humiliated, harassed, embarrassed or intimidated.

Duty to Maintain Confidentiality of Student Personally Identifiable Information - Public and
Student Record Requirements

Employees are subject to all applicable policies and guidelines pertaining to protection of the security,
integrity and availability of the data stored on their PCDs,

Cellular and wireless communications, including calls, text messages, instant messages, and e-mails
sent from PCDs, may not be secure. Therefore, employees should use discretion in relaying
confidential information, particularly as it relates to students.

Additionally, cellular/wireless communications, including text messages, instant messages and e-mails
sent and/or received by a public employee or school official using his/her PCD may constitute public
records if the content of the message concerns District business, or an education record if the content
includes personally identifiable information about a student. Cellular/wireless communications that are
public records are subject to retention and disclosure, upon request, in accordance with Policy 8310 -
Public Records. Cellular/wireless communications that are student records should be maintained
pursuant to Policy 8330 - Students Records. Finally, cellular/wireless communications and other
electronically stored information (ESI) stored on the staff member's PCD may be subject to a Litigation
Hold pursuant to Policy 8315 - Information Management. Staff are required to comply with District
requests to produce copies of cellular/wireless communications in their possession that are either
public records or education records, or that constitute ESI that is subject to a Litigation Hold.



If an employee intends to dispose of, or otherwise stop using, a personally-owned PCD on which s/he
has maintained public records, student records and/or ESI that is subject to a Litigation Hold, the
employee must transfer the records/ESI to the District’s custody before disposing of, or otherwise
ceasing to use, the personally-owned PCD. The employee is responsible for securely deleting such
records/ESI before disposing of, or ceasing to use, the personally-owned PCD. Failure to comply with
these requirements may result in disciplinary action.

If a PCD is lost, stolen hacked or otherwise subjected to unauthorized access, the employee must
immediately notify the Superintendent so a determination can be made as to whether any public
records, students records and/or ESI subject to a Litigation Hold has been compromised and/or lost.
The Superintendent shall determine whether any security breach notification laws may have
application to the situation. Appropriate notifications will be sent unless the records/information stored
on the PCD was encrypted.

The Board prohibits employees from maintaining the following types of records and/or information on
their PCDs and/or cell phones:

A. social security numbers

B. driver’s license numbers

C. credit and debit card information

D. financial account numbers

E. student personally identifiable information

F. information required to be kept confidential pursuant to the Americans with Disabiiities Act
(ADA)

G. personal health information as defined by the Health Insurance Portability and Accountability
Act (HIPAA)

Privacy Issues

Except in emergency situations or as otherwise authorized by the Superintendent or as necessary to
fulfill their job responsibilities, employees are prohibited from using PCDs to capture, record and/or
transmit the words or sounds (i.e., audio) and/or images (i.e., pictures/video) of any student, staff
member or other person in the school or while attending a school-related activity. Using a PCD to
capture, record and/or transmit audio and/or pictures/video of an individual without proper consent is
considered an invasion of privacy and is not permitted.

The use of PCDs that contain built-in cameras (i.e., devices that take still or motion pictures, whether
in a digital or other format) is prohibited in gymnasiums, locker rooms, shower facilities,
rest/bathrooms and/or swimming pool.



Personal Use of PCDs While at Work

Board employees may carry PCDs and/or cell phones with them while at work, but are subject to the
following restrictions:

A. Excessive use of a PCD and/or cell phone for personal business during work hours is
considered outside the employee's scope of employment and may result in disciplinary action.

B. Employees are personally and solely responsible for the care and security of their personally-
owned PCDs. The Board assumes no responsibility for theft, loss, or damage to, or misuse or
unauthorized use of, personally- owned PCDs brought onto its property, or the unauthorized
use of such devices.

Potential Disciplinary Action

Violation of this policy may constitute just cause for disciplinary action up to and including
termination. Use of a PCD in any manner contrary to local, State or Federal laws may also result in
disciplinary action up to and inciuding termination.

© Neola 2012
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7540 - TECHNOLOGY

The Board of Education is committed to the effective use of technology to both enhance the quality of
student learning and the efficiency of District operations, including Distance Learning and providing
support to staff for District related software.

Students’ use of District’ Technology Resources (see definitions in Bylaw 0100) is a privilege, not a
right. Students and their parents must sign and submit a Student Technology Acceptable Use and
Safety form annually. (See also, Policy 7540.03)

The Superintendent shall develop, recommend for approval by the Board, and implement a written
District Technology Plan (DTP). One (1) of the primary purposes of the DTP is to evaluate new and
emerging technologies and how they will play a role in student achievement and success and/or
efficient and effective District operations. The Board will financially support, as the budget permits, the
DTP, including recommendations to provide new and developing technology for students and staff.

The DTP shall set forth procedures for the proper acquisition of technology. The DTP shall also provide
guidance to staff and students about making safe, appropriate and ethical use of District Technology
Resources, as well as inform both staff and students about disciplinary actions that will be taken if its
Technology Resources are abused in any way or used in an inappropriate, illegal, or unethical manner.
See Policy 7540.03 and AG 7540.03 - Student Education Technology Acceptable Use and Safety, and
Policy 7540.04 and AG 7540.04 - Staff Education Technology Acceptable Use and Safety.

The Superintendent, in conjunction with the Technology Coordinator, shall review the DTP and
recommend the approval of any changes, amendments, or revisions to the Board annually.

This policy, along with the Student and Staff Technology Acceptable Use and Safety policies, and the
Student Code of Conduct, further govern students’ and staff members’ use of their personal
communication devices (see Policy 5136 and Policy 7530.02). Users have no right or expectation of
privacy when using District technology resources (including, but not limited to, privacy in the content
of their personal files, e-mails and records of their online activity when using the District’s computer
network and/or Internet connection).

Further safeguards shall be established so that the Board's investment in both hardware and software
achieves the benefits of technology and inhibits negative side effects. Accordingly, students shall be
educated about appropriate online behavior including, but not limited to, using social media to interact
with others online; interacting with other individuals in chat rooms or on blogs; and, recognizing what
constitutes cyberbullying, understanding cyberbullying is a violation of Board policy, and learning
appropriate responses if they experience cyberbullying.



For purposes of this policy, social media is defined as Internet-based applications that facilitate
communication (e.g., interactive/two- way conversation/dialogue) and networking between individuals
or groups. Social media is "essentially a category of online media where people are talking,
participating, sharing, networking, and bookmarking online. Most social media services encourage
discussion, feedback, voting, comments, and sharing of information from all interested parties."
[Quote from Ron Jones of Search Engine Watch] Social media provides a way for people to stay
"connected or linked to other sites, resources, and people." Examples include Facebook, Twitter,
Instagram, webmail, text messaging, chat, blogs, and instant messaging (IM). Social media does not
include sending or receiving e-mail through the use of District-issued e-mail accounts.

Staff may use social media for business-related purposes. Authorized staff may use District
Technology Resources to access and use social media to increase awareness of District programs and
activities, as well as to promote achievements of staff and students, provided the Superintendent
approves, in advance, such access and use. Use of social media for business-related purposes is
subject to Michigan's public records laws and staff members are responsible for archiving their social
media and complying with the District's record retention schedule. See Policy 8310 - Public Records
and AG 8310A -~ Public Records.

Instructional staff and their students may use District Technology Resources to access and use social
media for educational purposes, provided the Principal approves, in advance, such access and use.

Students must comply with Policy 7540.03 and Policy 5136 when using District Technology Resources
to access and/or use social media. Similarly, staff must comply with Policy 7540.04 and Policy
7530.02 when using District Technology Resources to access and/or use social media.

Revised 1/8/02
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7540.01 - TECHNOLOGY PRIVACY

The Board of Education recognizes its staff members' right to privacy in their personal lives. This
policy serves to inform staff members of the Board's position with respect to staff-member privacy in
the educational and workplace setting and to protect the Board's interests.

All District Technology Resources {(as defined in Bylaw 0100) are the Board's property and are
intended to be used primarily for business purposes. The Board retains the right to access and review
all Information Resources (as defined in Bylaw 0100), including but not limited to electronic and voice
mail, computer files, data bases, and any other electronic transmissions contained in or used in
conjunction with the Board's computer system/network, telephone system, electronic mail system,
and voice mail system. Staff members shall be notified that they have no expectation that any
personal information/data maintained, stored, or transmitted on or through such systems is
confidential or private.

Review of such information may be done by the Board with or without the staff member's knowledge.
The use of passwords does not guarantee confidentiality, and the Board retains the right to access
information in spite of a password. All passwords or security codes must be registered with the Board.
A staff member's refusal to permit such access may be grounds for discipline up to and inciuding
discharge.

District Technology Resources are to be used only for business and educational purposes.

Personal messages via Board-owned technology should be limited in accordance with the
Superintendent's guidelines. Staff members are encouraged to keep their personal records and
personal business at home. Because District Technology Resources are to be used primarily for
business and educational purposes, staff members are prohibited from sending offensive,
discriminatory, or harassing computer, electronic, or voice mail messages.

District Technology Resources must be used properly. Review of computer files, electronic mail, and
voice mail will only be done in the ordinary course of business and will be motivated by a legitimate
business reason. If a staff member's personal information is discovered, the contents of such
discovery will not be reviewed by the Board, except to the extent necessary to determine if files/e-
mail/voice mail constitutes a public record or if the Board's interests have been compromised. Any
information discovered will be limited to those who have a specific need to know that information.

The administrators and supervisory staff members authorized by the Superintendent have the
authority to search and access information electronically.



Ali District Technology Resources and District Information Resources are the property of the Board.
Staff members shall not copy, delete, or remove any information/ data contained on District
Technology Resources without the express permission of the Superintendent, or communicate any
such information to unauthorized individuals. In addition, staff members may not copy software onto
any District Technology Resources and may not bring software from outside sources for use on District
Technology Resources without the prior approval of the Technology Coordinator. Such pre-approval
shall include a review of any copyright infringements or virus problems associated with such outside
software.

Revised 1/8/02
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7540.02 - WEB ACCESSIBILITY, CONTENT, APPS AND SERVICES
A. Creation of Content for Web Pages/Sites, Apps and Services

The Board of Education authorizes staff members and students to create content, apps and
services {see Bylaw 0100 Definitions) that will be hosted by the Board on its servers or
District-affiliated servers and/or published on the Internet.

The content, apps and services must comply with applicable State and Federal laws (e.g.,
copyright laws, Children's Internet Protection Act (CIPA), Section 504 of the Rehabilitation Act
of 1973 (Section 504), Americans with Disabilities Act (ADA), Student Online Personal
Protection Act (SOPPA) and Children's Online Privacy Protection Act (COPPA)), and reflect the
professional image/brand of the District, its employees, and students. Content, apps and
services must be consistent with the Board's Mission Statement and staff-created web content,
services and apps are subject to prior review and approval of the Superintendent before being
published on the Internet and/or used with students.

Student-created content, apps and services are subject to Policy 5722 - School-Sponsored
Student Publications and Productions.

The creation of content, apps and services by students must be done under the supervision of
a professional staff member.

B. Purpose of Content of District Web Pages/Sites, Apps and Services
The purpose of content, apps and services hosted by the Board on its servers or District-
affiliated servers is to educate, inform, and communicate. The following criteria shail be used
to guide the development of such content, apps and services:

1. Educate

Content should be suitable for and usable by students and teachers to support the
curriculum and the Board's Objectives as listed in the Board's Strategic Plan.

2. Inform
Content may inform the community about the school, teachers, students, or
departments, including information about curriculum, events, class projects, student
activities, and departmental policies.

3. Communicate
Content may communicate information about the plans, policies and operations of the

District to members of the public and other persons who may be affected by District
matters.



The information contained on the Board's website(s) should reflect and support the Board's
Mission Statement, Educational Philosophy, and the School Improvement Process.

When the content includes a photograph or personally identifiable information relating to a
student, the Board will abide by the provisions of Policy 8330 - Student Records.

Under no circumstances is District-created content, apps and services, to be used for
commercial purposes, advertising, political lobbying or to provide financial gains for any
individual. Included in this prohibition is the fact no web content contained on the District’s
website may:

1. include statements or other items that support or oppose a candidate for public office,
the investigation, prosecution or recall of a public official, or passage of a tax levy or
bond issue;

2. link to a website of another organization if the other website includes such a message;
or

3. communicate information that supports or opposes any labor organization or any
action by, on behalf of, or against any labor organization.

4. Under no circumstances is staff member-created content, apps and services, including
personal web pages/sites, to be used to post student progress reports, grades, class
assignments, or any other similar class-related material. Employees are required to
use the Board-specified website, app or service (e.g., MISTAR Google Classroom) for
the purpose of conveying information to students and/or parents.

5. Staff members are prohibited from requiring students to go to the staff member's
personal web pages/sites (including, but not limited to, their Facebook, Instagram,
Pinterest pages) to check grades, obtain class assignments and/or class-related
materials, and/or to turn in assignments.

6. If a staff member creates content, apps and services, related to his/her class, it must
be hosted on the Board's server or a District- affiliated server.

Web content, apps and web services should reflect an understanding that both internal and
external audiences will be viewing the information.

School web pages/sites, apps and web services must be located on Board-owned or District-
affiliated servers.

The Superintendent shall prepare administrative guidelines defining the rules and standards
applicable to the use of the Board's website and the creation of web content, apps and web
services by staff.

The Board retains all proprietary rights related to the design of web content, apps and web
services that are hosted on Board-owned or District-affiliated servers, absent written
agreement to the contrary.

Students who want their class work to be displayed on the Board's website must have written
parent permission and expressly license its display without cost to the Board.

Prior written parent permission is necessary for a student to be identified by name on the
Board's website.



C. Waebsite Accessibility

The District is committed to providing persons with disabilities an opportunity equal to that of
persons without disabilities to participate in the District’s programs, benefits, and services,
including those delivered through electronic and information technology, except where doing
so would impose an undue burden or create a fundamental alteration. The District is further
committed to ensuring persons with disabilities are able to acquire the same information,
engage in the same interactions, and enjoy the same benefits and services within the same
timeframe as persons without a disability, with substantially equivalent ease of use; that they
are not excluded from participation in, denied the benefits of, or otherwise subjected to
discrimination in any District programs, services, and activities delivered online, as required by
Section 504 and Title II of the ADA and their implementing regulations; and that they receive
effective communication of the District's programs, services, and activities delivered online.

The District adopts this policy to fulfill this commitment and affirm its intention to comply with
the requirements of Section 504 of the Rehabilitation Act of 1973, 29 U.S.C. Section 794, 34
C.F.R. Part 104, and Title II of the Americans With Disabilities Act of 1990, 42 U.S.C. Section
12131 and 28 C.F.R. Part 35 in all respects.

1. Technical Standards

The District will adhere to the technical standards of compliance identified at [INSERT
link to District website]. The District measures the accessibility of online content and
functionality according to the World Wide Web Consortium’s Web Content Accessibility
Guidelines (WCAG) 2.0 Level AA, and the Web Accessibility Initiative - Accessible Rich
Internet Applications Suite (WAI-ARIA 1.1) for web content.

2. Web Accessibility Coordinator

The Board designates its Section 504/ADA Compliance Coordinator(s) Technology
Director as the District's Web Accessibility Coordinator(s). That individual(s) is
responsible for coordinating and implementing this policy.

The District’s Web Accessibility Coordinator(s) can be reached at:
technologydepartment@hamtramckschools.org

TechnologyCoordinator@hamtramckschools.org
313-892-3205
3. Third Party Content

Links included on the Board’s website(s) or web services and apps that pertain to its
programs, benefits and/or services must also meet the above criteria and comply with
State and Federal law (e.g. copyright laws, CIPA, Section 504, ADA, SOPPA and
COPPA). While the District strives to provide access through its website to online
content provided or developed by third parties (including vendors, video-sharing
websites, and other sources of online content) that is in an accessible format, that is
not always feasible. The District’'s administrators and staff, however, are aware of this
requirement with respect to the selection of online content provided to students. The
District's Web Accessibility Coordinator or his/her designees will vet online content
available on its website that is related to the District’s programs, benefits and/or
services for compliance with this criteria for all new content placed on the District's
website after adoption of this policy.



Nothing in the preceding paragraph, however, shall prevent the District from including
links on the Board’s website(s) to:

a. recognized news/media outlets (e.g., local newspapers' websites, local
television stations' websites), or

b. websites, services and/or apps that are developed and hosted by outside
vendors or organizations that are not part of the District’s program, benefits,
or services.

The Board recognizes that such third party websites may not contain age-appropriate
advertisements that are consistent with the requirements of Policy 9700.01, AG
9700B, and State and Federal law.

4. Regular Audits

The District, under the direction of the Web Accessibility Coordinator(s) or
his/her/their designees, will, at regular intervals, audit the District's online content and
measure this content against the technical standards adopted above.

This audit will occur no less than once every two years.

If problems are identified through the audit, such problems will be documented,
evaluated, and, if necessary, remediated within a reasonable period of time.

5. Reporting Concerns or Possible Violations

If any student, prospective student, employee, guest, or visitor believes that the
District has violated the technical standards in its online content, s/he may contact the
Web Accessibility Coordinator with any accessibility concerns. S/he may also file a
formal complaint utilizing the procedures set out in Board Policies 2260 and 2260.01
relating to Section 504 and Title II.

D. Instructional Use of Apps and Web Services

The Board authorizes the use of apps and web services to supplement and enhance learning
opportunities for students either in the classroom or for extended learning outside the
classroom.

A teacher who elects to supplement and enhance student learning through the use of apps
and/or web services is responsible for verifying/certifying to the Technology Coordinator that
the app and/or web service has a FERPA-compliant privacy policy, and it complies with all
requirements of the Children’s Online Privacy Protection Act (COPPA), Student Online Personal
Protection Act (SOPPA) and the Children’s Internet Protection Act (CIPA).

The Board further requires the use of a Board-issued e-mail address in the login process.

E. Training
The District will provide periodic training for its employees who are responsible for creating or
distributing information with online content so that these employees are aware of this policy

and understand their roles and responsibilities with respect to web design, documents and
multimedia content.



F. One-Way Communication Using District Web Content, Apps and Services

The District is authorized to use web pages/sites, apps and services to promote school
activities and inform stakeholders and the general public about District news and operations.

Such communications constitute public records that will be archived.

When the Board or Superintendent designates communications distributed via District web
pages/sites, apps and web services to be one (1) way communication, public comments are
not solicited or desired, and the web site, app or web service is to be considered a nonpublic
forum.

If the District uses an apps and web service that does not allow the District to block or
deactivate public comments (e.g., Facebook, which does not allow comments to be turned-off,
or Twitter, which does not permit users to disable private messages or mentions/replies), the
District’s use of that apps and web service will be subject to Policy 7544 ~ Use of Social Media,
unless the District is able to automatically withhold all public comments.

If unsolicited public comments can be automatically withheld, the District will retain the
comments in accordance with its adopted record retention schedule (see AG 8310A - Public
Records, and AG 8310E - Record Retention and Disposal), but it will not review or consider
those comments.

Revised 1/8/02
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7540.03 - STUDENT TECHNOLOGY ACCEPTABLE USE AND SAFETY

Technology has fundamentally altered the ways in which information is accessed, communicated, and
transferred in society. As a result, educators are continually adapting their means and methods of
instruction, and the way they approach student learning, to incorporate the vast, diverse, and unique
resources available through the Internet. The Board of Education provides Technology Resources (as
defined in Bylaw 0100) to support the educational and professional needs of its students and staff.
With respect to students, District Technology Resources afford them the opportunity to acquire the
skills and knowledge to learn effectively and live productively in a digital world. The Board provides
students with access to the Internet for limited educational purposes only and utilizes online
educational services/apps to enhance the instruction delivered to its students. The District’s computer
network and Internet system does not serve as a public access service or a public forum, and the
Board imposes reasonable restrictions on its use consistent with its limited educational purpose.

The Board regulates the use of District Technology Resources by principles consistent with applicable
local, State, and Federal laws, the District's educational mission, and articulated expectations of
student conduct as delineated in the Student Code of Conduct. This policy and its related
administrative guidelines and the Student Code of Conduct govern students’ use of District Technology
Resources and students' personal communication devices when they are connected to the District
computer network, Internet connection, and/or online educational services/apps, or when used while
the student is on Board-owned property or at a Board- sponsored activity (see Policy 5136).

Users are required to refrain from actions that are illegal (such as libel, slander, vandalism,
harassment, theft, plagiarism, inappropriate access, and the like) or unkind (such as personal attacks,
invasion of privacy, injurious comment, and the like). Because its Technology Resources are not
unlimited, the Board has also instituted restrictions aimed at preserving these resources, such as
placing limits on use of bandwidth, storage space, and printers.

Users have no right or expectation to privacy when using District Technology Resources (including, but
not limited to, privacy in the content of their personal files, e-mails, and records of their online activity
when using the District's computer network and/or Internet connection).

First, the Board may not be able to technologically limit access, through its Technology Resources, to
only those services and resources that have been authorized for the purpose of instruction, study and
research related to the curriculum. Unlike in the past when educators and community members had
the opportunity to review and screen materials to assess their appropriateness for supporting and
enriching the curriculum according to adopted guidelines and reasonable selection criteria (taking into
account the varied instructional needs, learning styles, abilities, and developmental levels of the
students who would be exposed to them), access to the Internet, because it serves as a gateway to
any publicly available file server in the world, opens classrcoms and students to electronic information
resources that may not have been screened by educators for use by students of various ages.



Pursuant to Federal law, the Board has implemented technology protection measures that protect
against (e.g., filter or block) access to visual displays/depictions/materials that are obscene, constitute
child pornography, and/or are harmful to minors, as defined by the Children’s Internet Protection Act.
At the discretion of the Board or the Superintendent, the technology protection measures may be
configured to protect against access to other material considered inappropriate for students to access.
The Board also utilizes software and/or hardware to monitor online activity of students to restrict
access to child pornography and other material that is obscene, objectionable, inappropriate and/or
harmful to minors. The technology protection measures may not be disabled at any time that students
may be using District Technology Resources, if such disabling will cease to protect against access to
materials that are prohibited under the Chiidren’s Internet Protection Act. Any student who attempts
to disable the technology protection measures will be subject to discipline.

The Superintendent or Technology Director may temporarily or permanently unblock access to
websites or online educational services/apps containing appropriate material, if access to such sites
has been inappropriately blocked by the technology protection measures. The determination of
whether material is appropriate or inappropriate shall be based on the content of the material and the
intended use of the material, not on the protection actions of the technology protection measures.

Parents are advised that a determined user may be able to gain access to services and/or resources
on the Internet that the Board has not authorized for educational purposes. In fact, it is impossible to
guarantee students will not gain access through the Internet to information and communications that
they and/or their parents may find inappropriate, offensive, objectionable or controversial. Parents of
minors are responsible for setting and conveying the standards that their children should follow when
using the Internet.

Pursuant to Federal law, students shall receive education about the following:

A. safety and security while using e-mail, chat rooms, social media, and other forms of direct
electronic communications

B. the dangers inherent with the online disclosure of personally identifiable information

C. the consequences of unauthorized access (e.g., "hacking", "harvesting", digital piracy”, "data
mining”, etc.) cyberbullying and other unlawful or inappropriate activities by students online,
and

D. unauthorized disclosure, use, and dissemination of personally-identifiable information
regarding minors

Staff members shall provide instruction for their students regarding the appropriate use of technology
and online safety and security as specified above. Furthermore, staff members will monitor the online
activities of students while at school.

Monitoring may include, but is not necessarily limited to, visual observations of online activities during
class sessions; or use of specific monitoring tools to review browser history and network, server, and
computer logs.

Building principals are responsible for providing training so that Internet users under their supervision
are knowledgeable about this policy and its accompanying guidelines. The Board expects that staff
members will provide guidance and instruction to students in the appropriate use of District
Technology Resources. Such training shall include, but not be limited to, education concerning
appropriate online behavior, including interacting with other individuals on social media, including in
chat rooms, and cyberbullying awareness and response. All users of District Technology Resources
(and their parents if they are minors) are required to sign a written agreement to abide by the terms
and conditions of this policy and its accompanying guidelines.



Students will be assigned a school e-mail account that they are required to utilize for all school-related
electronic communications, including those to staff members, peers, and individuals and/or
organizations outside the District with whom they are communicating for school-related projects and
assignments. Further, as directed and authorized by their teachers, they shall use their school-
assigned e-mail account when signing-up/registering for access to various online educational services,
including mobile applications/apps that will be utilized by the student for educational purposes.

Students are responsible for good behavior when using District Technology Resources - i.e., behavior
comparable to that expected of students when they are in classrooms, school hallways, and other
school premises and school sponsored events. Communications on the Internet are often public in
nature. General school rules for behavior and communication apply. The Board does not approve any
use of its Technology Resources that is not authorized by or conducted strictly in compliance with this
policy and its accompanying guidelines.

Students may only use District Technology Resources to access or use social media if it is done for
educational purposes in accordance with their teacher's approved plan for such use.

Users who disregard this policy and its accompanying guidelines may have their use privileges
suspended or revoked, and disciplinary action taken against them. Users are personally responsibie
and liable, both civilly and criminally, for uses of District Technology Resources that are not authorized
by this policy and its accompanying guidelines.

The Board designates the Superintendent and Technology Director as the administrators responsible
for initiating, implementing, and enforcing this policy and its accompanying guidelines as they apply to
students’ use of District Technology Resources.

Revised 1/10
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7540.04 - STAFF TECHNOLOGY ACCEPTABLE USE AND SAFETY

Technology has fundamentally altered the ways in which information is accessed, communicated, and
transferred in society. As a result, educators are continually adapting their means and methods of
instruction, and the way they approach student learning, to incorporate the vast, diverse, and unique
resources available through the Internet. The Board of Education provides Technology and Information
Resources (as defined by Bylaw 0100) to support the educational and professional needs of its staff
and students. The Board provides staff with access to the Internet for limited educational purposes
only and utilizes online educational services/apps to enhance the instruction delivered to its students
and to facilitate the staff's work. The District’s computer network and Internet system does not serve
as a public access service or a public forum, and the Board imposes reasonable restrictions on its use
consistent with its limited educational purpose.

The Board regulates the use of District Technology and Information Resources by principles consistent
with applicable local, State, and Federal laws, and the District’s educational mission. This policy and its
related administrative guidelines and any applicable employment contracts and collective bargaining
agreements govern the staffs’ use of the District’s Technology and Information Resources and staff's
personal communication devices when they are connected to the District’s computer network, Internet
connection and/or online educational services/apps, or when used while the staff member is on Board-
owned property or at a Board- sponsored activity (see Policy 7530.02).

Users are required to refrain from actions that are illegal (such as libel, slander, vandalism,
harassment, theft, plagiarism, inappropriate access, and the like) or unkind (such as personal attacks,
invasion of privacy, injurious comment, and the like). Because its Technology Resources are not
unlimited, the Board has also instituted restrictions aimed at preserving these resources, such as
placing limits on use of bandwidth, storage space, and printers.

Users have no right or expectation to privacy when using District Technology and Information
Resources (including, but not limited to, privacy in the content of their personal files, e-mails, and
records of their online activity when using the District's computer network and/or Internet
connection).

Staff are expected to utilize District Technology and Information Resources to promote educational
excellence in our schools by providing students with the opportunity to develop the resource sharing,
innovation, and communication skills and tools that are essential to both life and work. The Board
encourages the faculty to develop the appropriate skills necessary to effectively access, analyze,
evaluate, and utilize these resources in enriching educational activities. The instructional use of the
Internet and online educational services will be guided by Board Policy 2521 - Selection of
Instructional Materials and Equipment.



The Internet is a global information and communication network that brings incredible education and
information resources to our students. The Internet connects computers and users in the District with
computers and users worldwide. Through the Internet, students and staff can access relevant
information that will enhance their learning and the education process. Further, District Technology
Resources provide students and staff with the opportunity to communicate with other people from
throughout the world. Access to such an incredible quantity of information and resources brings with
it, however, certain unique challenges and responsibilities.

First, the Board may not be able to technologically limit access, through its Technology Resources, to
only those services and resources that have been authorized for the purpose of instruction, study and
research related to the curriculum. Unlike in the past when educators and community members had
the opportunity to review and screen materials to assess their appropriateness for supporting and
enriching the curriculum according to adopted guidelines and reasonable selection criteria (taking into
account the varied instructional needs, learning styles, abilities, and developmental levels of the
students who would be exposed to them), access to the Internet, because it serves as a gateway to
any publicly available file server in the world, opens classrooms and students to electronic information
resources that may not have been screened by educators for use by students of various ages.

Pursuant to Federal law, the Board has implemented technology protection measures that protect
against (e.qg., filter or block) access to visual displays/depictions/materials that are obscene, constitute
child pornography, and/or are harmful to minors, as defined by the Children’s Internet Protection Act.
At the discretion of the Board or Superintendent, the technology protection measures may also be
configured to protect against access to other material considered inappropriate for students to access.
The Board also utilizes software and/or hardware to monitor oniine activity of staff members to restrict
access to child pornography and other material that is obscene, objectionable, inappropriate and/or
harmful to minors. The technology protection measures may not be disabled at any time that students
may be using the District Technology Resources, if such disabling will cease to protect against access
to materials that are prohibited under the Children’s Internet Protection Act. Any staff member who
attempts to disable the technology protection measures without express written consent of an
appropriate administrator will be subject to disciplinary action, up to and including termination.

The Superintendent or Technology Director may temporarily or permanently unblock access to
websites or online educational services/apps containing appropriate material, if access to such sites
has been inappropriately blocked by the technology protection measures. The determination of
whether material is appropriate or inappropriate shall be based on the content of the material and the
intended use of the material, not on the protection actions of the technology protection measures. The
Superintendent or Technology Director may also disable the technology protection measures to enable
access for bona fide research or other lawful purposes.

Staff members will participate in professional development programs in accordance with the provisions
of law and this policy. Training shall include:

A. the safety and security of students while using e-mail, chat rooms, social media and other
forms of direct electronic communications;

B. the inherent danger of students disclosing personally identifiable information online;

C. the consequences of unauthorized access (e.g., "hacking", "harvesting®, "digital piracy”, "data
mining"”, etc.), cyberbullying and other unlawful or inappropriate activities by students or staff
online; and

D. unauthorized disclosure, use, and dissemination of personally-identifiable information
regarding minors.



Furthermore, staff members shall provide instruction for their students regarding the appropriate use
of technology and online safety and security as specified above, and staff members will monitor
students’ online activities while at school.

Monitoring may include, but is not necessarily limited to, visual observations of online activities during
class sessions; or use of specific monitoring tools to review browser history and network, server, and
computer logs.

The disclosure of personally identifiable information about students online is prohibited.

Building principals are responsible for providing training so that Internet users under their supervision
are knowledgeable about this policy and its accompanying guidelines. The Board expects that staff
members will provide guidance and instruction to students in the appropriate use of the District
Technology Resources. Such training shall include, but not be limited to, education concerning
appropriate online behavior, including interacting with other individuals on social media including in
chat rooms, and cyberbuilying awareness and response. All users of District Technology Resources are
required to sign a written agreement to abide by the terms and conditions of this policy and its
accompanying guidelines.

Staff will be assigned a school e-mail address that they are required to utilize for all school-related
electronic communications, including those to students, parents and other staff members.

With prior approval from the Superintendent or Technology Director, staff may direct students who
have been issued school-assigned e-mail accounts to use those accounts when signing-up/registering
for access to various online educational services, including mobile applications/apps that will be
utilized by the students for educational purposes under the teacher’s supervision.

Staff members are responsible for good behavior when using District Technology and Information
Resources - i.e., behavior comparable to that expected when they are in classrooms, school hallways,
and other school premises and school sponsored events. Communications on the Internet are often
public in nature. The Board does not approve any use of its Technology and Information Resources
that is not authorized by or conducted strictly in compliance with this policy and its accompanying
guidelines.

Staff members may only use District Technology Resources to access or use social media if it is done
for educational or business- related purposes.

General school rules for behavior and communication apply.

Users who disregard this policy and its accompanying guidelines may have their use privileges
suspended or revoked, and disciplinary action taken against them. Users are personally responsible
and liable, both civilly and criminally, for uses of District Technology and Information Resources that
are not authorized by this policy and its accompanying guidelines.

The Board designates the Superintendent and Technology Director as the administrators responsible
for initiating, implementing, and enforcing this policy and its accompanying guidelines as they apply to
staff members’ use of District Technology and Information Resources.



Social Media Use

An employee’s personal or private use of social media may have unintended consequences. While the
Board respects its employees' First Amendment rights, those rights do not include permission to post
inflammatory comments that could compromise the District's mission, undermine staff relationships,
or cause a substantial disruption to the school environment. This warning includes staff members’
online conduct that occurs off school property including from the employee’s private computer.
Postings to social media should be done in a manner sensitive to the staff member’s professional
responsibilities.

In addition, Federal and State confidentiality laws forbid schoois and their employees from using or
disclosing student education records without parental consent. See Policy 8330. Education records
include a wide variety of information; posting personally identifiable information about students is not
permitted. Staff members who violate State and Federal confidentiality laws or privacy laws related to
the disclosure of confidential employee information may be disciplined.

Staff members retain rights of communication for collective bargaining purposes and union
organizational activities.

Revised 1/10
Revised 6/13/12
Revised 5/13/15
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7540.05 - DISTRICT-ISSUED STAFF E-MAIL ACCOUNT
Staff

The Board of Education is committed to the effective use of electronic mail ("e-mail") by all District
staff and Board members in the conduct of their official duties. This policy and any corresponding
guidelines are intended to establish a framework for the proper use of e-mail for conducting official
business and communicating with colleagues, students, parents and community members.

When available, the District's e-mail system must be used by employees for any official District e-mail
communications. Personal e- mail accounts on providers other than the District's e-mail system may
be blocked at any time if concerns for network security, SPAM, or virus protection arise. Furthermore,
District staff are expected to exercise reasonable judgment and prudence and take appropriate
precautions to prevent viruses from entering the District's network when opening or forwarding any e-
mails or attachments to e-mails that originate from unknown sources.

District staff shall not send or forward mass e-mails, even if the e-mails concern District business,
without prior approval of the Superintendent.

District staff may join list servs or other e-mail services (e.g. RSS feeds) that pertain to their
responsibilities in the District, provided these list servs or other e-mail services do not exceed the staff
member's e-mai! storage allotment. If a staff member is unsure whether s/he has adequate storage or
should subscribe to a list serv or RSS feed, s/he should discuss the issue with his/her building principal
or the District's IT staff. The Technology Director is authorized to block e-mail from list servs or e-mail
services if the e-mails received by the staff member(s) become excessive.

Staff members are encouraged to keep their inbox and folders organized by regularly reviewing e-mail
messages, appropriately saving e-mails that constitute a public record or student record and e-mails
that are subject to a litigation hold (see Policy 8315 ~ Information Management), and purging all other
e-mails that have been read. If the staff member is concerned that his/her e-mail storage allotment is
not sufficient, s/he should contact the District's IT staff.

Public Records

The District complies with all Federal and State laws pertaining to electronic mail. Accordingly, e-mails
written by or sent to District staff and Board members may be public records if their content concerns
District business, or education records if their content includes personally identifiable information
about a student. E-mails that are public records are subject to retention and disclosure, upon request,
in accordance with Policy 8310 - Public Records. E-mails that are student records must be maintained
pursuant to Policy 8330 - Student Records. Finally e-mails may constitute electronically stored
information ("ESI") that may be subject to a litigation hold pursuant to Policy 8315 - Information
Management.



State and Federal law exempt certain documents and information within documents from disclosure,
no matter what their form. Therefore, certain e-mails may be exempt from disclosure or it may be
necessary to redact certain content in the e-mails before the e~ mails are released pursuant to a
public records request, the request of a parent or eligible student to review education records, or a
duly served discovery request involving ESI.

E-mails written by or sent to District staff and Board members by means of their private e-mail
account may be public records if the content of the e-mails concerns District business, or education
records if their content includes personally-identifiable information about a student. Consequently,
staff shall comply with a District request to produce copies of e-mail in their possession that are either
public records or education records, or that constitute ESI that is subject to a litigation hold, even if
such records reside on a computer owned by an individual staff member, or are accessed through an
e-mail account not controlled by the District.

Retention

Pursuant to State and Federal law, e-mails that are public records or education records, and e-mails
that are subject to a litigation hold shall be retained.

E-mail retention is the responsibility of the individual e-mail user. Users must comply with District
guidelines for properly saving/archiving e-mails that are public records, student education records,
and/or subject to a litigation hold. E-mails sent or received using the District's e-mail service are
automatically retained on the server. This retention is for disaster recovery and not to provide for
future retrieval. The District does not maintain a central or distributed e-mail archive of e-mail sent
and/or received. Any questions concerning e-mail retention should be directed to the Technology
Director.

Unauthorized E-mail

The Board does not authorize the use of its Technology Resources, including its computer network
("network™), to accept, transmit, or distribute unsolicited bulk e-mail sent through the Internet to
network e-mail accounts. In addition, Internet e-mail sent, or caused to be sent, to or through the
network that makes use of or contains invalid or forged headers, invalid or non-existent domain
names, or other means of deceptive addressing will be deemed to be counterfeit. Any attempt to send
or cause such counterfeit e-mail to be sent to or through the network is unauthorized. Similarly, e-
mail that is relayed from any third party's e-mail servers without the permission of that third party, or
which employs similar techniques to hide or obscure the source of the e-mail, is also an unauthorized
use of the network. The Board does not authorize the harvesting or collection of network e-mail
addresses for the purposes of sending unsolicited e-mail. The Board reserves the right to take ali legal
and technical steps available to prevent unsolicited bulk e-mail or other unauthorized e-mail from
entering, utilizing, or remaining within the network. Nothing in this policy is intended to grant any
right to transmit or send e-mail to, or through, the network. The Board's failure to enforce this policy
in every instance in which it might have application does not amount to a waiver of its rights.

Unauthorized use of the network in connection with the transmission of unsolicited bulk e-mail,
including the transmission of counterfeit e-mail, may result in civil and criminal penalties against the
sender and/or possible disciplinary action.



Authorized Use and Training

Pursuant to Policy 7540.04, staff and Board members using the District's e-mail system shall
acknowledge their review of, and intent to comply with, the District's policy on acceptable use and
safety by signing and submitting Form 7540.04 F1 annually.

Furthermore, staff and Board members using the District's e-mail system shall satisfactorily complete
training, pursuant to Policy 7540.04, regarding the proper use and retention of e-mail.

© Neola 2017
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7540.06 - DISTRICT-ISSUED STUDENT E-MAIL ACCOUNT

Students assigned a school e-mail account are required to utilize it for all school-related electronic
communications, including those to staff members and individuals and/or organizations outside the
District with whom they are communicating for school-related projects and assignments. Further, as
directed and authorized by their teachers, they shall use their school-assigned e-mail account when
signing-up/registering for access to various online educational services, including mobile
applications/apps that will be utilized by the student for educational purposes.

This policy and any corresponding guidelines serve to establish a framework for student’s proper use
of e-mail as an educational tool.

Personal e-mail accounts on providers other than the District's e-mail system may be blocked at any
time if concerns for network security, SPAM, or virus protection arise. Students are expected to
exercise reasonable judgment and prudence and take appropriate precautions to prevent viruses from
entering the District's network when opening or forwarding any e-mails or attachments to e-mails that
originate from unknown sources.

Students shall not send or forward mass e-mails, even if educationally-related, without prior approval
of their classroom teacher or the site administrator.

Students may join list servs or other e-mail services (e.g. RSS feeds) that pertain to academic work,
provided the e-mails received from the list servs or other e-mail services do not exceed the students’
individual e-mail storage allotment. If a student is unsure whether s/he has adequate storage or
should subscribe to a list serv or RSS feed, s/he should discuss the issue with his/her classroom
teacher, the building principai or the District's IT staff. The Technology Director is authorized to block
e-mail from list servs or e-mail services if the e-mails received by the student becomes excessive.

Students are encouraged to keep their inbox and folders organized by regularly reviewing e-mail
messages and purging e-mails once they are read and no longer needed for school.

Unauthorized E-mail

The Board does not authorize the use of its Technology Resources, including its computer network
("network"), to accept, transmit, or distribute unsolicited bulk e-mail sent through the Internet to
network e-mail accounts. In addition, Internet e-mail sent, or caused to be sent, to or through the
network that makes use of or contains invalid or forged headers, invalid or non-existent domain
names, or other means of deceptive addressing will be deemed to be counterfeit. Any attempt to send
or cause such counterfeit e-mail to be sent to or through the network is unauthorized. Similarly, e-
mail that is relayed from any third party's e-mail servers without the permission of that third party, or
which employs similar techniques to hide or obscure the source of the e-mail, is alsc an unauthorized
use of the network. The Board does not authorize the harvesting or collection of network e-mail
addresses for the purposes of sending unsolicited e-mail. The Board reserves the right to take all legal
and technical steps available to prevent unsolicited bulk e-mail or other unauthorized e-mail from
entering, utilizing, or remaining within the network. Nothing in this policy is intended to grant any
right to transmit or send e-mail to, or through, the network. The Board's failure to enforce this policy
in every instance in which it might have application does not amount to a waiver of its rights.



Unauthorized use of the network in connection with the transmission of unsolicited bulk e-mail,
including the transmission of counterfeit e-mail, may result in civil and criminal penalties against the
sender and/or possible disciplinary action.

Authorized Use and Training

Pursuant to Policy 7540.03, students using the District's e-mail system shall acknowledge their review
of, and intent to comply with, the District's policy on acceptable use and safety by signing and
submitting Form 7540.03 F1 annually.

Furthermore, students using the District's e-mail system shall satisfactorily complete training,
pursuant to Policy 7540.03, regarding the proper use of e-mail annually.

© Neola 2017
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7540.07 - PERSONAL INTERNET ACCOUNT PRIVACY -~ STUDENTS

The District will not:

A. request a student or prospective student to grant access to, allow observation of, or disclose
information that allows access to or observation of the student’s or prospective student’s
personal internet account.

B. expel, discipline, fail to admit, or otherwise penalize a student or prospective student for
failure to grant access to, allow observation of, or disclose information that allows access to or
observation of the student’s or prospective student’s personal internet account.

The following definitions shall be used for this policy:

A. "Access information" means user name, password, login information, or other security
information that protects access to a personal internet account.

B. "Personal internet account" means an account created via a bounded system established by an
internet-based service that requires a user to input or store access information via an
electronic device to view, create, utilize, or edit the user’s account information, profile,
display, communications, or stored data.

C. The District may:

1. request or require a student to disclose access information to gain access to or operate
any of the following:

a. An electronic communications device paid for in whole or in part by the
District.

b. An account or service provided by the District that is either obtained by virtue
of the student’s admission to the educational institution or used by the student
for educational purposes.

2. view, access or utilize information about a student or applicant that can be obtained
without any required access information or that is available in the public domain.

© Neola 2013
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7542 - ACCESS TO DISTRICT TECHNOLOGY RESOURCES FROM PERSONAL COMMUNICATION
DEVICES

The Board permits employees, students, Board members, and guests to use their personal
communication devices ("PCDs") to wirelessly access the District's technology resources (guest or
business networks, servers, projectors, printers, etc.) while they are on- site at any District facility.
Access to the business/guest network shall require authentication.

For purposes of this policy, "personal communication device" includes computers, tablets (e.g., iPads
and similar devices), electronic readers ("e-readers"; e.q., Kindles and similar devices), cell phone
(e.g., mobile/cellular telephones, smartphones (e.g., BlackBerry, iPhone, etc.), and/or other web-
enabled devices of any type.

If the user wants to access the District’s technology resources through a hard-wired connection, the
user’s PCD must first be checked by the Technology Department to verify it meets the established
standards for equipment used to access the network.

The Technology Department is charged with developing (or, is directed to develop) the necessary
standards for connecting PCDs to the District’s technology resources. The standards shall be available
upon request.

The standards shall be designed and enforced to minimize the Board's exposure to damages,
including, but not limited to, the loss of sensitive District data, illegal access to confidential data,
damage to the District’s intellectual property, damage to the District's public image, and damage to
the District's critical internal systems, from unauthorized use.

The use of PCDs must be consistent with the established standards for appropriate use as defined in
Policy 7540.03 and AG 7540.03 ~ Student Network and Internet Acceptable Use and Safety, Policy
7540.04 and AG 7540.04 - Staff Network and Internet Acceptable Use and Safety, Policy 5136 and AG
5136 - Personal Communication Devices, Policy 7530.02 - Staff Use of Communication Devices. When
an individual connects to and uses the District’s technology resources, s/he must agree to abide by all
applicable policies, administrative guidelines and laws (e.qg., the user will be presented with a "splash
screen” that will set forth the terms and conditions under which s/he will be able to access the
District’s technology resource(s); the user will need to accept the stated terms and conditions before
being provided with access to the specified technology resource(s)).

In order to comply with the Children’s Internet Protection Act ("CIPA"), the Board has implemented
technology protection measures that protect against (e.g., filter or block") access to visual
displays/depictions/materials that are obscene, constitute child pornography, and/or are harmful to
minors. The Board also utilizes software and/or hardware to monitor online activity to restrict access
to child pornography and other material that is obscene, objectionable, inappropriate and/or harmful
to minors.



Any user who violates the established standards and/or the Board's Acceptable Use policy, or who
accesses the District’s technology resources without authorization may be prospectively denied access
to the District’s technology resources. If the violation is committed by a contractor, vendor or agent of
the District, the contract may be subject to cancellation. Further disciplinary action may be taken if
the violation is committed by a student or employee.

The owner of a PCD bears all responsibility and assumes all risk of theft, loss, or damage to, or misuse
or unauthorized use of the device while it is on Board property. This provision applies to everyone,
regardless of their affiliation or connection to the District.

© Neola 2012
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7543 - REMOTE ACCESS TO THE DISTRICT'S NETWORK
Access to the District's website (www.hamtramck.k12.mi.us) is encouraged.
The following resources shall be available on the District's website:

A. the District's calendar of events

B. (gradebook program)

C. (required State report)

D. Board agendas and minutes
The Board encourages employees, parents, students, and community members to check the District's
website regularly for changes to these resources and for the addition of other resources. Some
resources may require a user name and password, or a login procedure due to the personally
identifiable nature of the information provided through that resource (e.g., the gradebook program
and e-mail system). If a user name and password, or login procedure, is necessary to access a
resource, information shall be provided on the website explaining who is eligible for a user name and
password, how to obtain a user name and password, and detailed instructions concerning the login
process.
Access to the District Network through Server
Board members, District employees, and/or students, as well as contractors, vendors, and/or agents
of the District, are not permitted to use their personally-owned or District-owned computer or
workstation and/or web-enabled devices of any type to remotely (i.e. away from District property or
facilities) access the District's server and connect to the District's Network.
Any exceptions to this policy must be approved in advance by the Superintendent.

Each individual granted remote access privileges pursuant to this policy must adhere to the following
standards and regulations:

A. his/her device computer/device must have, at the minimum, the anti-virus software specified
in the District's standards for remote access and connection

B. the individual may only access the Network using his/her assigned user name and password
The individual must not allow other persons, including family members, to use his/her user

name and password to login into the Network. The user may not go beyond his/her authorized
access.



C. his/her device may not be connected to any other network at the same time s/he is connected
to the Network, with the exception of personal networks that are under the compiete contro!
of the user

D. the individual may not access non-District e-mail accounts (e.g. Hotmail, Gmail, Yahoo, AGL,
and the like) or other external resources while connected to the Network

E. his/her device may not, at any time while the individual is using remote access to connect to
the Network, be reconfigured for the purpose of split tunneling or dual homing

F. wuse of the Network is contingent upon the individual abiding by the terms and conditions of
the District's Network and Internet Acceptable Use and Safety policy and guidelines

Users may be required to sign the applicable agreement form (Form 7540.03 F1 or Form
7540.04 F1) prior to being permitted to use remote access.

Additional standards and regulations for remotely accessing and connecting to the District network

shall be developed and published in AG 7543 - Standards and Regulations for Remote Access and
Connection.

Any user who violates this policy may be denied remote access and connection privileges.

© Neola 2009
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7545 - ELECTRONIC COMMUNICATIONS

The advancement of technology has provided many new ways for individuals to communicate with one
another. These electronic communications include social networking sites, instant messaging, text
messaging, e-mailing and photo-sharing, among others. Additional methods of electronic
communication can be anticipated as the technology continues to evolve.

However, use of such technology must be approached with caution by School District employees.
Given the nature of the communications, there is a significant potential both for inappropriate use and
for alleged inappropriate use. To protect staff and students, the following restrictions are established:

A. Electronic communications with students should be appropriate in tone, content, and quantity.
Stalking, harassment, or other unwelcome behaviors are prohibited, including any type of
sexually suggestive comments, photos, or graphics.

B. Electronic communications with other employees should be appropriate in tone, content, and
quantity. Stalking, harassment, or other unwelcome behaviors are prohibited.

C. Electronic communications during work time shall only be allowed for work-related matters or
personal emergencies. Work time is defined as all paid work time that is not a designated
break or meal period.

D. Communications with students are not to occur through electronic methods. This does not
apply to students to whom you are related or over whom you have guardianship.

E. Electronic communications with students are only to occur through District maintained e-mail
accounts or websites.

The District may require the employee to produce records for review when there is reason to believe
that this policy has been viclated. Records within the District's control may be reviewed periodically to
assure that this policy is being complied with. These may include Internet logs, cellphone records, or
other similar documentation.

Questions regarding acceptable electronic communications or unwelcomed electronic communications
from someone associated with the District should be submitted to the Superintendent.

© Neola 2009
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7550 -~ JOINT USE OF FACILITIES

The Board of Education advocates the joint expenditure of District funds and municipal or county funds
to provide those facilities from which the entire community, children and adults alike, may derive
benefits.

In accordance with this policy, the Board shall, as either opportunity or need arises, and as it is
entitled to do so by law, join with the local municipal governing body, in acquiring, improving,
equipping, operating, or maintaining such jointly-used facilities as recreational and cultural areas
and/or facilities.

© Neola 1993
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